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BBVA Bank, Taipei Branch
Statement of Internal Control
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On behalf of Banco Bilbao Vizcaya Argentaria, S.A., Taipei Branch ( “the Bank” ),
we hereby certify that from 1 January 2024 to 31 December 2024, the Bank has duly complied
with the “Implementation Rules of Internal Audit and Internal Control System of
Financial Holding Companies and Banking Industries” , and the Comparison Table of
“Implementation Rules of Internal Audit and Internal Control System of Financial
Holding Companies and Banking Industries” for Foreign Bank Branches (and the risk-based
approach approved by the Financial Supervisory Commission) in establishing the internal
control system and implementing risk management procedures, and having internal auditors
to undertake audit works and comply with the Article 38 (5) and Article 381 of
Implementation Rules of Internal Audit and Internal Control System of Financial Holding
Companies and Banking Industries, and Self-regulatory Rules on Information Security
issued by the Banking Association and with the results reported to the Headquarter and
the Regional Office. After prudent evaluation, except for the items listed in the
attached schedule, the Bank’ s each department has implemented effective internal
control, compliance systems, and Information Security during the year to which this
statement relates,
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The Statement is submitted to the Financial Supervisory Commission
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BBVA Bank, Taipei Branch
Enhancement Items and Improvement Plans under the Internal Control System
(X% :1134FE12H31 H)

(Base Date: 31 December 2024)
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Based on BBVA Madrid’ s “Independent
Compliance Assessment on Information
Security of Computer Systems” for
BBVA Taipei Branch received in
February 2024, overall result is
“adequate” with some minor

improvements noted.
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SLA between Taipei Office and
BBVA Madrid which specifies
the service levels
(availability) of the
applications hosted in BBVA
Madrid and which provide
service to the Taipei office is
still waiting to be finalized
and signed pending

Headquarters review.
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SLA will be reviewed
and updated by BBVA
Madrid.
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All improvements to be
reviewed and rectified
by BBVA Madrid to make
sure they do not
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SLA has been
reviewed and
updated by BBVA
Madrid.
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BBVA Madrid has
completed the
review of all
detected
vulnerabilities and

addressed them
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The Offensive Security CIB
team performed penetration
test on the Taipei Office
systems and noted some
improvements including:

a) All computer should be
protected with BitLocker
or McAfee Drive
Encryption.

b) Staffs should be made aware
of use of strong passwords.

c) Privileged accounts with
access to any RODC should
not be used to access any
other computer on the
network.

d) Publicly available
information on network
sharefolders should be
reviewed to control
correct level of
read/write permissions.

e) Use of replicated local

administer accounts on

compromise bank’ s

system security.

accordingly.
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different systems should
be avoided and local
administrator access
permissions should be
recertified.

Correct definition of
permissions should be made
at the hierarchical level
between different
administrator levels.
Local administrator access
permissions should be

recertified,
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